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1 Context

This document contains the security requirements for electronic invoice that taxpayers need to meet to
comply wi bhhhotben8E Res ol Zakat, barang Cubtdms Autherity by t he

This document complies with the principles defined by NORIONCAwhere relevantfo ensure the
minimum degree of protection required for national data, systems and networks using cryptographic
mechanisms, for civilian and commercial purposes. Those principles are defined in the two published
documents:

1. NCA' @naNayptographic Standards (NEE: 2020)

2. N C D Oigiwl Signing Poli¢yersion 1.1: 2020).

These requirements are based tathnicaldefinitions fromthe following standards

1. ETSI EN 319 132TechnicaElectronic Signatures and Infrastructures (ESI); XtedBSicaldigital

signatures; Part 1: Building blocks and XAdES basetihricalsignatures

2. ETSIEN 319 142TechnicaElectronic Signatures and Infrastructures (ESI); PrsdBSicaldigital
signdures; Part 1: Building blocks and PAJES baswcteicalsignatures
W3C Recommendation: "XMiignature Syntax and Processing".
ETSI EN 319 122 "Electronic Signatures and Infrastructures (ESI); CAdES digital signatures; Part 1:
Building blocks and CE® baseline signatures".
IETF RFC 5035 (2007): "Enhanced Security Services (ESS) Update: Adding CertID Algorithm Agility".
ISO 32004L: "Document managementPortable document formatPart 1: PDF 1.7".
IETF RFC 5652 (2009): "Cryptographic Message $¢M&Y".
RFC 8705: OAuth 2.0 MutdHLS Client Authentication and Certific&eund Access Tokens
and are enhanced as per thervoicing resolution publishedeferences to electronic signatures in these
standards are for technical features in broad comnuse and are not to be interpreted as relating to Saudi
Electronic Transaction Law.

Hw

©No O

The requirements set out in this document, as per the published resolution, amitiimum set of
requirements that must be complied with bgxpayersandtheir Electront Invoice Generation Solutions

1.1 Document structure

This document is structured as follows:
- Chapter 1 Context
- Chapter 2 Cryptographic Stamp Specifications
- Chapter 3: QR code specification
- Chapter 4: EGS Authentication using OAuth Muftiz$

1.2 Audience

The aidience for this document BATCAegistered VAT Taxpayers generating VAT invoices and their service
providers.

Theseorganizationsnay be:
e Service providers
e Taxpayers
e Software Developers
More specifically, roles addressed are the following:
e ICT Architets
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ICT Security Specialists
ICT Developers

1.3 Definitions and Acronyms

These definitions and acronyms describe concepts specific to the Electronic Invoicing implementation and
are not to be construed as general legal terms.

TechnicalCertification Authority(CA) Anauthorized servicéhat issueCryptographic Stamp

Identifiersor provides other services in this connection and in relation to Cryptographic Stamps.
Cryptographic StampThe Cryptographic Stamp isexhnicaldigital signature, anih the context of

E Invoicing Implementing Resolutitwill be thetechnicaldigital signature of the hash of the

document. A digital signature is a mathematical scheme for verifying the authenticity of documents.

In the context of E Invoicing Implementing Reson, a valid digital signature, where the

prerequisites are satisfied, is evidence for the recipient to believe that the invoice was created by the
specified sender, and that the content is has not been altered. Cryptographic Stathpscontext

of Elnvoicing Implementing Resoluti@re defined according to the ECDSA standard. Applying the
Cryptographic Stamp is referred to as “stampin
CRLCertificate Revocation List (CRL) Data structure that enumerates digital certificates that have

been invalidéed by their issuer prior to when they were scheduled to expire.

Digital CertificateA Cr ypt ogr aphic Stamp Il dentifier | inki:H
unit and a trusted partyZATCPpa bl e t o confirm t he t estagighyher ' s i d
identity of an individual, organization, or Web server to which the certificate was issued. As far as

this document is concerned, the Digital Certificate identifies the entity applying Cryptographic

Stamps on énvoices. Th&ryptographic Stap ldentifier (technically ®igital Certificatgis

associated with the signing Key pair used to apply Cryptographic Stamgswices, therefore it is

also going to be referenced as Cryptographic Stamp Identifier.

Elliptic Curve Digital Signature Adgthm (ECDSAA Digital Signature Algorithm (DSA) which uses

keys derived from elliptic curve cryptography (ECC). While functionally providing the same outcome

as other digital signing algorithms, because ECDSA is based on the more efficient eNigtic cur
cryptography, ECDSA requires smaller keys to provide equivalent security and is therefore more
efficient.

EInvoicing platform:System used toeceive and/or cleacompliant electronic invoices.

Certified Solution The solutions used to generate invascaccording to the requirements specified

in the Governor’'s Resolution on the Electronic
Rajab 1442H.

ETSIETSI is an independent, Afotr-profit, standardization organization in the field of information

and communications. ETSI supports the development and testing of global technical standards for
ICTFenabled systems, applications and services.

Hash:A hash function is any function that can be used to map data of arbitrary size tesfizeed

values calledhashes that takes up minimal space. A hash procedure is determinigtaning that

for a given input value it must always generate the same hash value. It is not possible to derive the
original data from a hash; hence, hashing is meant to verify thatafib r pi ece of dat a
altered.

Key PairA set of mathematically related keys, a public key and a private key, that are used for
asymmetric cryptography and are generated in a way that makes it computationally infeasible to

derive the private keyrom knowledge of the public key.

OCSP responde®©nline Certificate Status Protocol respondén. online service that responds to

Certificate Status Requests and that can issue
“Unknown, ” b a sRewbcation LisG e@rrothar mecltamigms provided to it by Certification
Authorities.
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e UUID:Unified Unique Identification Number, is a 188 number used to identify information in
computer systems used forlBvoice Generation. UUIDs generation scheme essto a high
probability that the generated number is globally unigue without the need to check a central
database.

e Public keyThe public component of a pair of cryptographic keys associatedGmtbtographic
Stamp Identifieused for stamping. In a publkey cryptosystem, this key of a user's key pair is
publicly known.

e Private KeyThe secret component of a pair of cryptographic keys associated witB@rographic
Stamp ldentifieused for stamping. In a public key cryptosystem, this key is knolyrbgrits user.

e vw / 2RS 0 av dzi OA typ&df mirif Bafode, itk & patteyn of black and white
squares that is machine readable by a QR code scanner or the camera of smart devices. For this
Resolution a QR code must include basic invoicernrdton specified in this document.
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2 Cryptographic Stamp Specifications

2.1 Cryptographic Stamp Business Processes

2.1.1 The processes of Issuance and manageme@rgbtographic Stamp Identifietsed for
Cryptographic Stamping

As part of the EGS onboardingCeyptographic Stamp Identifiedifital certificatg is going to be issued for
the first time, the EGS will store the signing key pair elsag issued certificate in order to use it for
stamping einvoices. The below diagram shows the overall processofr ol | i ng a taxpayer'’
digital certificate for it. The process is also described below:
1. The taxpayer representative uses his/her existing credentials to logaxpayerPortal

2. Select “Enroll new EGS” thefirsttisne. Fileln the detalg required c at e
to generate certificate such as:
a. Device ID, location etc.
b. A certificate request file generated from the EGS either manually using a tool provided by
the EGS vendor or automatically througtxpayerPortal
3. TaxpayelPortaldoes the necessary business rules validation to before passing the certification
requesttoZATCAs t eCAhni cal
4. ZATCA s t e CAhreagistersathe device into its database and issigyptographic Stamp ldentifier
(digital certificate)Xhen returrsit back totaxpayerPortal
5. TaxpayelPortalmakes theCryptographic Stamp Identifier (digital certificatejailable for download
6. TheCryptographic Stamp ldentifier (digital certificatgts installed on the EGS either manually or
automaticallythroughtaxpayerPortal

a0, | ES

n

Login totaxpayerportal

Validate Taxpayer data &
Request Cryptographic Stamp
Identifier

Select “Enroll
Solution” and

Generate Cryptographic
Stamp Identifier

Install the Cryptographic Stamp
Identifier on the Certified
Solution

Avail Cryptographic Stamp
Identifier for download

Note: Further details on th@ryptographic Stamp ldentifier (digital certificatejuance are going to be
published byZATC/As part of the issuing CA business disclosure statement.
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2.1.2 Renewal of digital certificates for Crggfraphic Stamps

Prior to certificate expiry, the taxpayers will receive a reminder notification t@tpayerPortalon the

expiry of each certificate. Upon receiving the natification, taxpayers shall follow the below process to renew
EGS certificates.

Asshown in the diagram, the taxpayer can submit a renewal request as follows:

1. The taxpayer representative uses his/her existing credentials to logaxpayerPortal
2. Select “Renew digital <certificate” detad. provi de
a. A certificate request file generated from the EGS either manually using a tool provided by
the EGS vendor or automatically througtxpayerPortal

3. TaxpayeiPortalvalidates the data entered by the taxpayer then submit the request toZth€CA
technicalCA

4. The CA validates that the existing certificate is not revoked or renewed before then revoke existing
certificate

5. The CAissues a new digital certificate then return it badkxpayerPortal

TaxpayelPortalmakes the certificate available for download

7. The certificate gets installed on the EGS either manually or automatically thtaxgéyerPortal

o

O NS . —
20, %

Login totaxpayerportal

Validate Taxpayer data &
Request Cryptographic Stamp
Identifier

Sel ect “Renew

Solution and Validate and revoke existing

Cryptographic Stamp
Identifier

Install the Cryptographic Stamp f Generate new Cryptographic
Identifier on the Certified ! Stamp Identifier
Solution i

Avail Cryptographic Stamp
Identifier for download

Note: For further details on the certificate renewalease refer tdaxpayerportal.

2.1.3 Revocation of digal certificates for Cryptographic Stamps

The taxpayer needs to revoke the digital certificate of an EGS in the following circumstances in order to avoid
any potenti al unaut horized use of the taxpayer’'s |

® |[f the taxpayer believes thahe private key (or the EGS) was stolen or otherwise compromised,
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® if the EGS has been damaged, decommissioned or transferred to business unit

® If the taxpayer discovers that the information in the digital certificate is not accurate
As shown in the diagranthe taxpayer can submit a revocation request as follows:

1. The taxpayer representative uses his/her existing credentials to logaxpayerPortal

2. Select “Revoke digital certificate” and provid

3. TaxpayeiPatal validates the data entered by the taxpayer then submit the request to the CA

4 The CA validates that the certificate is valid (not expired or revoked) then revoke the certificate and
publish the revocation data

5. Taxpayers and other relevant stakeholdeas check the certificate revocation status through the CA
publications (CRL/OCSP)

O | ——
20, L *

Login totaxpayerportal

£

Validate revocation request

Sel ect “Revoke
Stamp I dentifi{

details Update the database and thg

revocation list (CRL)

Query the OCSP on request to ; Gl

verify which Identifiers are still §g } Certificate

alive ' Status Protocol
1 (OCSP)

‘ reads periodically from CRL to i =1 Certificate

Revocation List
(CRL)

verify which Identifiers are still
active

Note: Further details on the certificate revocation are going to be publishethGYCAs part of the issuing
CA business disclosure statement.
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2.2 Standard requirements on the creation and use of Cryptographic Stamps

2.2.1 Requirements

# Requirement

Description

Workflow
1.1 | (sequencing and
timing) of signatures

Standard einvoices:

The below diagram illustrates the invoice generation process at high level where stanthaaces arecleared
Cc e n tinvacing piatoin. e

andstamped byZATCA s

«
y

Fy

@ supplier generates e-invoice file

One-time prerequisite >

Supplier registers and configures

Supplier receives
cleared invoice file

E-INVOICING
PLATFORM

o Supplier shares invoice file with the buyer

his system for integration - h

Buyer can verify e-invoice
clearance status on the
platform

o Platform validates invoice information

© Piatform digitally stamps the invoice
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Simplified einvoices:
The below diagram illustrates the invoice generation process at high level where stanmaaces are stamped
by the taxpayer’' s EGS:

Cash registers generate invoice with QR

One-time prerequisite
code including digital sighature .

Supplier acquires compliant

solution
SUPPLIER CASH REGISTERS
Workflow E E i i i
1.2 | (sequencing and
timing) ofsignatures
CUSTOMER
e Invoice data is stored by the
supplier under required format
Customer can verify invoice authenticity by
EIE! o scanning QR code. Request is shared with the Invoice data is shared with
k¥ platform to asynchronously verify invoice upload o nvou:.e ata is shared wit
Platform in batches at a frequency
configurable by taxpayer

5 Digital certificate ZATCAs going to establish its own technical CA for issuingCityptographic Stamp Identifiers (digital certificate

issuing CA(s) that are going to be used to apply Cryptographic Stamps-lmveices.
3 Subscriber Before using thd®igital Stamp Identifiethe taxpayer shall review and agree to the terms and conditions of

agreement subscriber agreement witAATCA

A uniqueCryptographic Stamp Identifier (digital certificatg)going to be issued to each EGS systeahbelongs
- . to taxpayers asvell as toZATCA s-inveicing platform. Therefore, the certificate is going to include unique

4 Certificate subject pay gp going g

identifiers for the system applying Cryptographic Stamps as will entity owning that system such as:
® Taxpayer ldentification: VAT registration number
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® EGSdentification: Fully Qualified Domain Names (FQDNS), unique device identifier, IP address or un
system common names, that guarantees uniqueness of device identifier within the domain of each
taxpayer
Please refer to section B.04 for more details oe ihformation that is going to be stored in the certificate.

Accuracy of the data

The digital certificate will store the taxpayer and EGS identification data as mentioned in Req. No. 4. Z8MGA|

5 stored in the digital | will rely on thedata provided by the taxpayer througaxpayerPortalwithout further validation and therefore,
certificate the taxpayer is fully responsible for the accuracy and legitimacy of the data provided.
® The Key pair shall be generated according to FIPS 186. Further, reasonable techniques shall be use|
validate the suitability of the generated key pair.
® The suitability of keys shall be done according to either the ECC Full Public Key ValidationoRthdine
ECC Partial Public Key Validation Routine. [Source: Sections 5.6.2.3.2 and 5.6.2.3.3, respectively, o
6 key generation 56A: Revision 2].
® keys must be marked as n@axportable in order to prohibit key export out of the security module wherg
the key was gemated
® A hardware or software based security module can be used to generate and store the key pair as lor]
the above requirements are met
7 Certificate Signing | The EGS shall be capable of generating a PKCS#10 CSR that includes at least the Certificate CN and Pub
Request (CSR) CSR shall be signading the private key as a Preof-Possession of the private key.
Taxpayers shall use reasonable teicjues to protect their signing key pair (particularly, Private key) and keep
8 Key protection secret be it stored lochlor centralized. Such techniques include, but are not limited to, disk encryption espeq
of a software based module is used to store the key.
L Taxpayers are responsible for activating and protecting themirgigkey. Taxpayers shall use reasonable
9 M?thOd of activating techniques to secure the activation data of the Private Key that is used to activate the key for signing. Same
private key . . .
requirement applies tZATCA s-inveicing platform.
For electronic invoices generatad XML format: the Cryptographic Stamp shall follow XAdES digital signaturg
10 | Signature type defined under the ETSI standard [EN 319-1BPlease refer to section B.04 for more details on the signature

structure and format.
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For electronic invoices generated in PDRB/farmat (with embedded XMLthe Cryptographic Stamp shall follow
PAdES digital signatures defined under the ETSI standard [EN 31P Pf&ase refer to section B.04 for more
details on the signature structure and format.

11

Signature packaging

ForXAdES, an enveloped signature is required. With enveloped signature, a signature forredearsari of the
signed XML.
For PAdES, enveloped signature that is only supported.

12

Data to be signed

For electronic invoices generated in XML format: the wiXML content except the QEbde data element need t¢
be covered by the signature.

For electronic invoices generated in PDB/format: while the PDF content will be the representation of the XM
invoice in a human readable format, the XML invoice itselfstill be added as an attachment as specified in IS
190053 titled "Document managementElectronic document file format for loAgrm preservation Part 3: Use
of ISO 32004 with support for embedded files (PDFBA', and contain the compliant XMhwvoice as an
embedded objectIn terms of scope/range of the signature, the whole electronic invoice content, meaning th
whole document or the whole PDF&\file (including the attached XML invoice), has to be covered by the
signature.

13

Time ofsigning

The time of signing (claimed signing time) is provided based on the clock of theAa&®-invoicing platform.

14

Certificate
revocation check

Certificate revocation information is published by the CA as CRLs or via OCSP responders.

CRLs shall be valid for seven(7) days which would allow EGSs to work fully offline for seven(7) days before|
connects to the CRL publication end point in order to download the freshest CRL.

Before using the certificate for stamping, EGST CA-invoicing pl atform shall <chec
any of the above mentioned sources.

15

Signature level

For PAJES and XAdES, the signature level shoulBlesBllustrated below. This level incorporate only the
elements/qualifying properties thadre mandatory, and that implement the mandatory requirements, contain t
lowest number of elements/qualifying properties, with the consequent benefits for interoperability.

Version 1.0
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Basic Signature

Signer's Signed attributes

Document or Signature |t Unsigned
SD Signing Certificate Value attributes

repressniaion

e ® Hashing algorithm shall be S12B6;
16 algorithms ® Asymmetric keylgorithm shall to ECDSA;
e Key length shall be 256.
® For the ease of validation IBATCANd other stakeholders, the full chain of certificates from the signing
17 | Sianature verification certificate up toZATCA sust anchor shall be included in tisggnature.
g ® Certificate path validation and revocation check shall be done as of the time included in the signaturg
®  Signature verification shall be performed according to the ETSI standard [EN 31Pdt@juivalent.

Applicability of the

18 Cryptographic Stamg

The Cryptographic Stamp is intended only to be applied on electronic invoices to establish its authenticity a
integrity. As suchZATCAbuyers and potentially other stakeholders are going to verify the stamp to establish
the authenticity and integrity of electronic invoices received from the sellers.

ZATCAl o e s mdorge arg other purpose of the Cryptographic Stamp except the uBeihl Stamp ldentifieto
authenticate theEGSs specified in sectiochEGSAuthentication using OAuth MutudILS

2.2.2 Profile specification of the Cryptographic Stamp identfier

This section describes the X.509 profile of the certificate that is going to be issE&IlMBA s CA f o rinvacesaTimgcertifigate @rofile
complies with X.509 v3 certificates as specified in RFC 5280. While the final certificate profilg te ¢ei published b ATCAn connection with its
CA(skerviceas part its CP/CPS, the following is provided as an illustrative profile for taxpayers and vendors.

Field / x.509 extension

Value or Value Constant

Field Type/Critical

Version 1.0
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Version

Version 3

V1Field

SerialNumber

At least 64 bits of entropy validated on duplicates.

V1 Field

Signature

SHA256 with RSA Encryption

V1 Field

Issuer

<the Subject DN of the issuing CA>

V1 Field

NotBefore

Certificate generation process date/time.

V1 Field

NotAfter

Certificate generation process date/time + Up to 6
months (5 years)

V1 Field

Subiject

ForZATCAR &inv8icing system (standard-e
invoices):

CN =ZATCAentralizede-invoicing system
Organizationldentifier =2ATCAs 700 nu
OU = Standard-mvoices aarance

O =ZATCA

C=SA

C2NJ G ELI &S N& Qineid@$):a o a
CN = <Fully Qualified Domain Name (FQDN), Syg
unique common name, Public IP address>
SerialNumber =[©ptionallunique identification
code for the EGS>
Organizationldentifier=<VA®Egistration number of
the taxpayer>

OU = fOptional]Taxpayer name branch name>
O = <Taxpayer name>

C=SA

V1 Field

SubjectPublicKeylnfo

Public Key
Key length: P56

V1 Field

CRL Distribution Points

Version 1.0
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Authority Key Identifier

keyldentifier encoded in compliance to RFC 5280
The keyldentifier should be composed of the 480
SHAL1 hash of the value of the BIT STRING
subjectPublicKey of the issuing CA

Extension/NO

Subject Key Identifier

keyldentifier encoded in compliance to RFC 5280
The keyldentifier should be composed of the 480
SHAL1 hash of the value of the BIT STRING
subjectPublicKey

Extension/NO

Certificate Policies

[1]Certificate Policy:
Policy Identifier =<OID value to be defined by the
CA>
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
<HTTPS URL to the CA repository where t

CPS is published>

[2]Certificate PolicyOptional]:
Policy Identifier =<OID value to be defined by the
CA>

Extension/NO

Authority Information Access

[1]Authority Info Access Method=Gime Certificate
Status Protocol (1.3.6.1.5.5.7.48[Optional]:

Alternative Name: URL=<HTTP URL to the CA
responder>

[2]Authority Info Access Method=Certification
Authority Issuer (1.3.6.1.5.5.7.48.2)

Alternative Name:
URL=<HTTP URL to the end point where the CA
certificate is published>

Extension/NO

Key Usage

digitalSignature, keyEncipherment

Extension/YES

Extended Key Usage

clientAuth

Extension/NO

Version 1.0
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2.3 Structure and Format of the Cryptographic Stamp

2.3.1 Introduction

This section provides a guidance on the required fields and the corresponding values constituting the Cryptographic iISxparfd PDA-3 (with embedded
XML)electronic invoices according to the ETSI standard [EN 312]18%1 the ETStandard [EN 319 142] respectively.

Note: the guidance provided in this section is meant only to indicate the minimum signature components and any spedcfintialpated b ATCAHence, the
taxpayer/vendors shall follow the detailed standard spieations to ensure full compliance signatures with those aforementioned standards.

Taxpayers are free to choose any commercial off the shelf, open source or even develop their own bespoke tool to gerstaatg thecording to the
aforementioned standarsl

2.3.2 Notation for the requirements

The following are key notations on the requirements specified in tahld®e rest of this section.

¢ The column “El ements/ Attributes/ Services” indicates drehapplicatdeme of
® The column "Cardinality" indicates the cardinality of the element/attribute/service. Below follow the values indicatiregdiveatity:

O 1: exactly one instance
O  0or 1: zero or one instance
O = 0: zero or more instances

O = 1: one oces more instan
® The column "Additional notes and requirements": referencing notes, additional requirements and references to relevantdstandar

Note: For XAdES, the elements already defined in XMLDSIG [3] appear with the prefix "ds", whereas the new XML etemdenthdgfresent
document appear without prefix

2.3.3 Structure of the Cryptographic Stamp in XAdES format
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Elements/Attributes/Services

Signature

1. ds:Signedinfo

1.1. ds:CanonicalizationMethod

1.2. ds:SignatureMethod

1.3. ds:Reference

Version 1.0

Cardinality
1

1

1

1

> 2

Additional requirements and notes

The Signature element is the root element of an XML Signaimgementation
must generate Signature elements as specified in [1]

The SignedIinfo structure includes the canonicalization algorithm, a signature
algorithm, and the below specified reference URIs.

CanonicalizationMethod element specifies the canonicalization algorithm
applied to the SignedInfo element prior to performing signature calculations.
Implementations must support the required canonicalization algorithms
specified in [3].

SignatureMethod element specifies the algorithm used for signature generat
and validation. This algorithm identifies all cryptographic functions involved i
the signature operation (e.g. hashing, public key algorithms, MACs, padding
etc.).

Reference element specifies a digest algorithm and digest value, and option
an identifier of the object being signed and the type of the object. This eleme
shall have at least the below two occurrences in the signature:

The first ds:Reference element. Its URI attribute references the data object tl
has to be

signed. ds:DigestMethod indicates the digest algorithm 28Ban this case) and
ds:DigestValue contains the ba6é encoded digest value.

The second ds:Reference elent. Its URI attribute points to the
SignedProperties element (using the URI attribute) that contains the whole <
of signed properties. ds:DigestMethod indicates the digest algorithn2&hia
this case) and ds:DigestValue contains the digest vateeefil in base. This
means that the digest value of that SignedProperties is included in ds:Signe!
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1.3.1. ds:Transforms

Version 1.0

Oor1l

and in consequence signed when this element is signed. This element shall
include the Type attribute with its value set to:
“http://urB#8tghedPgbpé&BhODies.”

Transforms element specifies the transformations performed prior to digestir
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/TR/1999/REC
xpath-19991116">
<ds:XPath>not(//ancesteor-
self::ext:UBLExtensions)</ds:XPath>
</ds:Transform>
<ds:Transform Algorithm="http://www.w3.0rg/TR/1999%&
xpath-19991116">
<ds:XPath>not(//ancesteor-self::cac:Signature)</ds:XPath>
</ds:Transform>
<ds:Transform Algorithm="http://wwwv3.0rg/TR/1999/REC
xpath-19991116">
<ds:XPath>not(//ancesteor-
self::cac:AdditionalDocumentReference[cbc:ID="QR'])</ds:XPath>
</ds:Transform>
<ds:Transform Algorithm="http://www.w3.0rg/2006/12/xml
cl4nll"/>
</ds:Transforms>
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1.4. ds:SignatureValue

1.5. ds:KeylInfo

1.5.1. ds:X509Data

1.5.2.1. ds:X509Certificate

1.6. ds:Object

1.6.1. QualifyingProperties

1.6.2.1. SignedProperties

1.6.2.1.1. SignedSignatureProperties

Version 1.0

1\

SignatureValue element contains contains the actual value of the digital
sigrature; it is always encoded using base64 [RFC2045].

Keylnfo element contains cryptographic material to verify the signature.

X509Data element contains an X509Certificate element for the digital certific
(signing certificates) and all other chain certificates required to build the patt
to a trusted anchor.

X509Certificate element containdase64encoded [X509V3] certificate.

Object element contains three elements with the properties qualifying both tl
signature and the signed data object.

QualifyingProperties element shall act as a container elemerdlfdhe
qualifying information that is

added to an XML signature.

The qualifying properties shall be split into qualifying properties that are
cryptographically bound to (i.e. signed by) the XML signature, and qualifying
properties that are not cryptograpcally bound to (i.e. not signed by) the XML
signature.

SignedProperties contains the SignedSignatureProperties element that cont
all the signed properties that qualify the signature.

SignedSignatureProperties contains all the signed properties that qualify the

signature
(SigningTime, SigningCertificate, SignaturePolicyldentifier).
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1.6.2.1.1.2. signingTime

1.6.2.1.1.2. SigningCertificateV2

1.6.2.1.1.3. SignaturePolicyldentifier

1.6.2.1.2. SignedDataObjectProperties

1.6.2.1.2.1. DataObjectFormat

1.6.2.1.2.1.1. MimeType

2.3.4 Structure of the Cryptographic Stamp in PAtiE®at

Version 1.0

signingTime contains the value of the signing instant when the signature has
been computed.

The SigningCertificateV2 qualifying property shall contain one reference to t
signing digital certificate.

The SigningCertificateV2 shall also contain references to all the certificates
within the signing certificate pathncluding one reference to the trust anchor.
For each certificate, the SigningCertificateV2 qualifying property shall contai
digest value together with a

unique identifier of the algorithm that has been used to calculate it.

The first reference in SigrgCertificateV2 qualifying property shall be the
reference of the signing certificate.

The SignaturePolicyldentifier qualifying property shall contain either an expli
identifier of a signature
policy (this document).

The SignedDataObjectProperties element shall contain signed qualifying
properties that qualify the signed data object.

The DataObjectFormat element provides information that describes the forrmr
of the signél data object. The mandatory ObjectReference attribute MUST
reference the ds:Reference element.

The MimeType element specifies the type of the signed data object. That wi
al ways “text/ xml?”
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Elements/Attributes/Services Cardinality

SignedData.certificates 1
contenttype 1
messagedigest 1
signaturepolicy-identifier Oorl

SERVICE: protection of signing certificate

SPO: ESS signiogytificate-v2 1

Service: provide claimed time of signing

SPO: entry with the key M in the Signature| 1
Dictionary

Version 1.0

Additional requirements and notes

The SignedData.certificates attribute is a collection of certificates including:
® signing digital certificate;
® in order to facilitate pattbuilding, generators shall also include all the
chain certificates required to build the path up to a trusted anchor.

The contenitype attribute indicates the type of the signed content.
The contenitype attribute shall have value idata

The messagéigest attribute specifies the message digest of the content beir
signed.

The signaturepolicy-identifier shall contain an explicit identifier of the signatur
policy (this document).

® The signingertificatev2 attribute shall be as defined in "ESS Update:
Adding CertID Algorithm Agility”, IETF RFC 5035 [5], clause 4 "Insert
Section 5.4.1.1 'Certificate Identification Version 2™

® The certHash from ESSCertIDv2 is computed overrttidER encodec
certificate (the signing digital certificate).

® The time of signing based on the EGS clock.
® Referto ISO 32000 [6], clause 12.8.1
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entry with key Contents in the Signature
Dictionary

entry with key Filter in the Signature
Dictionary

entry with key ByteRange in the Signature
Dictionary

entry with key SubFilter ithe Signature
Dictionary

3 Previous invoice hash specification

The Content key shall contain a D&RRoded SignedData object as specified ir
CMS (IETF RFC 5652 [7]) as the PDF signature. This CMS object forms a C
signature described in ETSI EN 319-1242)].

The name of the preferred signature handler to use when validating tl
signature

A verifier may substitute a different signature handler, other than that
specified in Filter, when verifying the signagugas long as it supports the
specified SubFilter format.

Refer to ISO 32000 [6], clause 12.8.1

An array of pairs of integers (starting byte offset, lgmm bytes) that
shall describe the exabtyte range for the digest calculation. Refer to IS
320001 [6], clause 12.8.1

The ByteRange shall cover the entire file, including the Signature
Dictionary but excluding the PDF Signature itself (the entry with key
Contents).

A name that describes the encoding of the signature value and key
information in the signature dictionary. Refer to ISO 32Q(6], clause
12.8.1

The Signature Dictionary shall contain a value of ETSI.CAdES.detack
the keySubFilter.

The hash of the previous invoice is generated by applying the same transform as is used for the cryptographic stamp and as specified in

section 2.3.3 and taking the sha256 algorithm.

Version 1.0
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4 QR code specifications

4,1 Structure of the QR code

ForElectronic Takvoices, it is mandatory to generate and print QR code encoded in Base64 format witbQp ¢baracters that mustontainthe fields specified
in the below table as per Annex (2) of the Controls, Requirements, Technical Specifications and Procedural Rules fotilgplenfenovisions of the-Evoicing
Regulation.
® The QR code fields shb# encoeédin TagLengthVal ue ( TLV) for mat with the tag values spe
® The TLV encoding shall be as follows:
O Tag: the tag value as mentioned above stored in one byte
[for tags 1 to 5]
O  Length: the length of theyte array resulted from the UTF8 encoding of the field value. The length shall be stored in one byte.
O  Value: the byte array restutg from the UTF8 encoding of the field value.
[for tag 6]
® Length: length of hash (SHA256 ) is 32 bytes
® Value: the byte arraconstituting the value ahe field
® The QR code must also include a Cryptographic Stamp as specified in the next page

Field Tag Enforcement date
Seller’s name 1
VAT registration number of the seller 2
Time stamp of thénvoice (date and time) 3 fzrgr;ld'th December
Invoice total (with VAT) 4
VAT total 5
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Hash of XML invoice 6

ECDSA signature 7
(refer to the next subsection)

ECDSA public key 8
(refer to the next subsection)

For Simplified Tax Invoices and their associated notes the ECDSA signature of { 9
cryptographic sZAAQAp’ st epcuhinliiccal k eCyA by

Version 1.0

from 18t January
2023
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4.2 Structure of the Cryptographic Stamp applied on the QR code

The below specifications of the Cryptographic Stamp required for the QR code are based Annex (2) of the Controls, Regiieeim@nal Specifications and
Procedural Rules for Implementing the Provisions of theviicing Regulation.

The QR code Crymoaphic Stamp shall be generated use the same digital certificate used for stamping the electronic invoices. Pleasectfer Bfor the
requirements applicable to the management and use of digital certificates used to apply Cryptographic Staggpronieinvoices.

The Cryptographic Stamp shall be applied on the entire TLV encoding of the QR code fields (from tag 1 to tag 6) thenappkalied to the TLV structure. The
Cryptographic Stamp consists of two fields as shown in the below table:

Field Tag Additional requirements and notes

ECDSA public key 7 The public key BLOB format contains only the public portion of an ECDSA k:
used to generate the Cryptographic Stamp.
Length of the public key BLOB for a 286key is64 bytes 72 bytesincluding
magic number and field length information on some systems).

ECDSA signature 8&9 An ECDSA signature encoded according to IEEE P1363. This signature forn
encodes the (r, s) tuple as the concatenation of thedrdian representation of
r and the bigendian representation of s.
Each of these values is encoded using the number of bgtpsred to encode
the maximum integer value in the key's mathematical field.
For example, an ECDSA signature fromI@66lliptic curves (like secp256k1)
encodes each of r and s as 32 bytes, and produces a signature output of 64

5 EGSAuthentication using OAuth MutuallLS
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ZATCAs going to expose different types of APIs during the integration phase, these APIs are going to be used to integrateathe ¢ak s ’ EGSs
ZATCA=invoicing platform for invoice clearance argporting purposes.

ZATCA's going to |l everage OAuth 2.0 to secure its API s ;BoundbAcdesscul ar | vy
Tokens” that is specified in RFC 8705 [ 8]
When using mutual TLS the access token provided by the auttionzerver ZATCAPl1 server ) i s bound to the cli

same digitaktertificate specified earlier in this document for Cryptographic Stamping.
Mutual TLS certificatbound access tokens prevent other (unauthorized) chedotreuse the tokens.

The sequence of MutudILS client authentication is depicted by the adjacent diagram (the Server/Client Certificate Verify messages are sent during
the TLS Handshake [RFC5246]).

According to sedtiSoMe2 FO®OSYUSHA BGCSHMwUIdba duccessfully authenticated if:

e the digital certificate path validation was successful as part of the TLS handshake; and
® the subject Distinguished name (DN) in the certificate matches the expected DN configured or registdnatdgarticular EGS
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EGS

\
ZATCA APIs (token endpoint

EGS initiate communication wit
the API server

Sel ect “Revoke

APIs server sends its TLS ser
certificate to EGS

Stamp I denti fi g
details

EGS sends its client certificate
(cryptographic stamp)

> 5 ZATCA API validate received
client’”s ce

The cryptographic
stamp certificate is used
to authenticate the EGS

Note: For nore details on the integration and OAuth specificatioptease refer taZATCAortal.
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